The Societal Impact of

Security Research

The expression ‘societal impact’ refers in a general way to change
brought about in society by a given action or activity. All research
has a societal impact of one form or another. All research is carried
out in society and its results are introduced into society.

In this policy brief we ask:

What is the role of research in society?

What is the impact of security research on society?

By what criteria can we assess this impact?

What can we do to assure that the impact is favourable?
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The Societal Value of Basic and Ap-
plied Research

The idea of the societal impact of research
grows out of a distinction — one that is com-
monly made by researchers, research admin-
istrators, funding agencies and philosophers
of science alike — between basic research and
applied research.

Basic research is research that justifies itself —
and the costs it instils upon whatever actor or
agency happens to be funding it — by appeal-
ing to a principle that asserts the value of
knowledge for its own sake. The value of the
knowledge generated through basic research
is implicit. It is derived from the simple prin-
ciple that the production of knowledge is a
good in itself; that scientific enquiry, to the
extent it advances the frontiers of what human
beings know, and contributes to further de-
veloping the means, methods and techniques
of scientific inquiry has value for society.
Relevant criteria for the assessment of basic
research are related to the means, methods
and techniques used in the research. The
knowledge produced itself is neither an object
of evaluation nor a means of accountability.
The meaningfulness or truth of the research
is independent of the practical application of
its results.

Arguments for the pursuit of basic knowledge
accordingly rest upon the assertion that
knowledge and the pursuit of knowledge
through research are self-legitimating. It is
the pursuit of knowledge itself that has value.
Curiosity, then, is regarded as a virtue, and the
drive to fulfil curiosity constitutes a value in
itself. This implies that it is not the practical
use of knowledge that allows for the assess-
ment of research, but rather the way in which
the research is carried out. In the assessment
of the quality of the fundamental research,
regardless of the field or subfield within
which it is conducted, it is the method that
matters, along with the coherence of the means
and ends; it is the techniques applied and the
procedures adopted that form the criteria for
excellence.

Applied research, by contrast, is research that
is conceived, organized, funded and executed
relative to a concrete problem or perceived
need. Criteria for the assessment of applied
research are related to the knowledge it pro-
duces, to the practical value and relevance of

the research. Arguments in support of applied
research are in general of an entirely different
order than those in support of basic research.
Applied research derives its meaning — and
thus its financial justification — from its rele-
vance to society, to society’s needs, to society’s
values, to its aims, needs or ambitions. Ap-
plied research presupposes that a distinct
societal need is identified and that a pro-
gramme of research is devised to provide the
concrete knowledge required to meet that
need.

The finality and value of applied research is
assessed on the grounds of this relevance, on
the degree to which the results of the research
can be applied to one or several problems
beyond or after the research itself. The sali-
ence and value of any type of applied research
- including security research — lies outside the
research itself and in its impact on society.

Two Sites of Research Impact: Meth-
odology and Output

In general, research can have an impact on
society at two different points: at the level of
the scientific methodology it employs and at
the level of the scientific output it generates
and communicates.

The impact of research is linked to methodolo-
gy in the sense that scientific research, both in
the natural sciences and in the social and
human sciences, is carried out in society. It is
carried out by people, in relation to people,
and for the benefit or profit of people. In the
case of the social sciences, it is carried out on
people. Thus, the actual execution of scientific
research has clear societal consequences. The
choice of research methods has distinct impli-
cations not only for those immediately in-
volved in a given research project, but also for
those in the research environment, for the
scientific community, or for others who might
repeat the research in different settings —
either in order to verify its results or to pro-
duce additional knowledge of a related kind.

Scientific research methods also have an
impact on (and are themselves also impacted
by) the core values of society. This is the case
in particular when we consider the established
ethical norms and standards for scientific
research. But it is also true for the more gen-
eral values in play within society — that is, the
regard for human beings in general, the re-

spect for distinct groups that might be singled
out through research processes, the esteem
for autonomous thought, independence in the
choice of questions and methods, autonomy
of analysis, freedom of movement and ex-
change of ideas and material goods, and intel-
lectual ownership, as well as more general
considerations related to the value of individ-
uality or personhood within a given society.
Scientific methods also concern the values of
privacy and the protection of the data that
might be generated or derived from the re-
search. Experimental techniques and tools
also carry consequences for society in the
sense that they feed into the evolution of
scientific traditions and the standards and
practices that characterize them. By extension,
research methods can have an impact on how
people are understood and treated, and on the
ways in which the rights of individuals and
groups are regarded and treated.

In terms of output, it is clear that the results of
any given scientific project flow directly into
social settings, thus producing consequences
for society.

Most scientific research is often disseminated
through publications, via the Internet, in
sound or audio files, or via television, teaching
or the ordinary spoken word. The societal
impact these publications have can take a
number of forms. More technologically ori-
ented research is implemented or concretized
in the form of actual procedures, materials,
devices or tools. Other types of research out-
puts come into circulation in society through
the development of ideas, concepts and mate-
rials.

Research results also circulate through peo-
ple. Knowledge emerges in and through sci-
entific processes that are enabled and carried
out by individual scientists and scholars,
groups and institutions, all of which carry and
express themselves in different ways, accord-
ing to different types and modes of communi-
cation; in other words, through the values,
memories, customs and relations that make
up society. All scientific research has a design
and an execution, an interpretation and an
implementation. In short, research itself —
whether natural scientific or social or human
scientific — is in itself societal.

In a more straightforward way, the output of
research comes into contact with society at the
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moment it is released from the researcher’s
hands. The moment the laboratory doors are
opened and other people are exposed to the
results of the completed research, there is an
immediate impact. Depending on the kind of
research output, the results will be fed to
further societal processes. The research will
be seen and experienced by the general pub-
lic, discussed and judged in the court of pub-
lic opinion. It will be taken up by product
developers and, under the steering of market
forces, transformed into consumer articles. It
will be integrated into the development of
other products as components in a larger
system. Or it will be transferred to other re-
searchers, who will use it for new research
activities.

All of the above-mentioned processes of dis-
semination share a common feature: the
future lifecycle of the research results, the
perception, relevance and overall value of the
research, is determined by criteria and pro-
cesses of information and communication
that are beyond the control and remit of the
project itself.

Two Types of Societal Impact for Se-
curity Research!

Any action can have desirable and undesirable
outcomes. Research is no exception in this
regard. Simplifying, we can identify two kinds
of outcome for security research in relation to
the society in which it is carried out and into
which its results will be disseminated: benefi-
cial and detrimental — positive and negative.

Exactly what might be considered beneficial or
detrimental for a given society, of course, is a
matter for political debate. In all societies,
there exists considerable disagreement regard-
ing the nature of society, its meaning and
purpose, the values it embodies, the aims it
promotes, the institutions it legitimates, etc.

When it comes to the security of society, these
debates and disagreements often become
particularly acute. This is because questions of
security most often engage the basic ques-
tions of what a society values, what it regards
as indispensable, what can be traded or sacri-
ficed. It involves questions of what the loss of

! Working Group on the Societal Impact of Security Re-
search recently published its final report in which it present-
ed a proposal for a Checklist for Societal Impact of Security R&D
Projects (see box below).

a given form of social existence could poten-
tially mean and, just as importantly, the
awareness that members of a society have of
the form of life they have.

Assuming that the aim of applied security
research is to contribute to making society
more secure, the beneficial impact of applied
security research is a more secure society, that
is, an increase in the security of society ob-
tained as a result of the research. However,
such a definition of the beneficial societal
impact of security research generates a new
set of controversies and questions in its turn.

First, security is distributed unequally
throughout society. It is dependent upon a
range of societal variables, such as economic
well-being, family structures, cultural tradi-
tions and political systems, to name but a few.
Just as security is distributed unequally within
society, so is the security ‘value added’ gener-
ated by security research unequal: certain
segments of society benefit more from securi-
ty research than others do.

Second, a wide range of different types of
benefits may be produced from security re-
search. Not all are relevant for all members of
society. Thus, for example, improved emer-
gency equipment, better methods for treat-
ment of the ill, enhanced tools for dealing
with power shortages, better-understood
social systems, etc. represent an improvement
of security for some segments of some socie-
ties but are far from globally beneficial.

Third, the overall benefit of individual results
of security research and investment is com-
plex and uneven. Improved societal security
for some segments of a particular society does
not necessarily imply an overall improvement
in the security of the society as a whole. In-
deed, some Dbenefits to certain segments of
society can actually be detrimental to other
segments.

Fourth, other related values — perhaps those
that are less directly related to security — can
be impacted both beneficially or detrimentally
by security research.

Of course, the beneficial impacts of security
research can take a number of forms, such as
increased health and well-being, decreased
violence and social conflict, reduced anxiety,
enhanced economic stability, increased confi-
dence in financial markets, increased invest-

ment, lowered perceptions of insecurity, etc.

The notion of the detrimental societal impact of
security research refers to undesired or nega-
tive consequences of security research and
development. Research is detrimental if it
leads to the implementation of measures that
either reduce the security of society or have no
effect at all.

Undesired results of security research can
include both the results of research that does
not reach its intended aims or research that
does reach its aims, but whose aims do not
provide the security it originally set out to
provide. Crucially, it can include particular
measures that have as a secondary effect an
increase in insecurity— such as the develop-
ment of scanning devices that cause unease,
weapons systems that provoke fear or insecu-
rity among innocent bystanders, or surveil-
lance systems that are experienced as too
invasive.

An important class of detrimental impacts of
security research involves research activities
that generate secondary effects that are detri-
mental to the values, norms or laws that form
the backbone of society. This type of detri-
mental societal impact can be roughly divided
into three types.

The first of these concerns the development
through research of security measures that
entail the violation of fundamental rights and
values enshrined in the Treaties of the Euro-
pean Union (e.g. freedom of association,
freedom of expression, democracy, equality,
rule of law, protection of personal dignity,
privacy and data protection, etc.) or, more
globally, human rights or international law.

The second concerns measures that impact
disproportionately upon specific groups or
unduly discriminates against them, including
most classes of profiling or other types of
identification and tracking on the basis of
general group properties such as race, reli-
gion, gender, etc.

The third type concerns the development of
security measures that go beyond the limita-
tions of the fundamental rights enshrined in
the European Charter of Fundamental Rights.

Critical Concerns

There is an important potential pitfall to this
schema for understanding societal impact and
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its use in the validation of research and its
relevance to society. By advancing the notion
of ‘societal impact’ as a way of assessing the
relevance, effectiveness and accountability of
security research, we run the risk of suggest-
ing that security is not by nature societal. In
insisting that security research has a distinct
societal impact that has been previously ne-
glected, we must therefore avoid giving the
impression that ‘society’ and ‘security re-
search’ are somehow basically distinct or
estranged from one another, and that they
should be reunited. This opposition is a false
one. Society and security research are not
opposed. Rather, they are inseparably inter-
twined. It is the task of the review of the socie-
tal impact to uncover and understand this
intertwinement.

Unfortunately, most often this intertwining is
invisible to us. A variety of different forces —
social, cultural, technological, educational and
institutional — contribute to maintaining and
expanding this sense of opposition into the
ways in which technologically oriented re-
searchers and social scientists experience and
work in the world.

Actors in security research, from engineers
and designers to legislators and decision
makers, from developers and investors to
social scientists and philosophers continue be
educated and socialized in entirely diverse
ways. They live and work in different intellec-
tual cultures. They earn their livings and
advance their careers according to different
norms and logics. The values by which their
work is evaluated and rewarded are different.
From an institutional perspective, the organi-
zation of security research is distinct from
that of social-scientific research. It is to a
greater degree privatized and operates in
relation to the machinery of a free market. It
is valorised according to a discourse of inno-
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vation that only marginally relates to the work
of social scientists. By the same token, techno-
logical research is financed through different
models, and the norms of accountability for
funding committed to technological research
are of a different order. Scientific merit is
assessed according to distinct tracks, with
publication and peer review organized accord-
ing to different models.

This immense difference in paradigms pro-
longs the false opposition between security
research and society. Yet, as soon as we begin
to look more deeply into the challenge of
security, we find a complex interaction be-
tween social forces and security technologies.

On the one hand, security research is pro-
foundly social. On the other hand, society and
social relations are profoundly changed by
security research and the measures taken as a
consequence of such research.

Security researchers and the security profes-
sionals that implement their findings work
within a field of social assumptions, struc-
tures and values. These shape and form the
perceptions and understandings of the world
in which there are clear threats and dangers
and for which they seek to build security
solutions. Yet, social structures, customs and
values are profoundly changed by the advance
of technological change. Societal security and
insecurity rises and falls, emerges and disap-
pears, in conjunction with technological
change. Technologies bring new fears and
malevolent possibilities, while at the same
time providing the means and measures for
overcoming old ones.

THE PROJECT

The Societal Impact Expert Working Group
was set up in 2010 as an outcome of the
ESRIF final report. It gathered experts from
industry, academia, and NGO communities in
the aim of advancing the role of security re-
search in society. In 2012 its Societal Impact
Checklist was adopted as part of the 2013
Security Work Programme.

Societal Impact Checklist

Ensuring security research meets the

needs of society

1. What documented societal security
need(s) does the proposed research ad-
dress? (E.g. life, liberty, health, employ-
ment, property, environment, values)

2. How will the research output meet these
needs? How will this be demonstrated?

3. What threats to society does the research
address? (E.g. crime, terrorism, pandem-
ic, natural and man-made disasters, etc.)

4. How is the proposed research appropri-
ate to address these threats?

Ensuring security research benefits society

5. What segment(s) of society will benefit
from increased security as a result of the
proposed research?

6. How will society as a whole benefit from
the proposed research?

7. Are there other societal values in Europe
that are enhanced by the proposed re-
search?

Ensuring security research does not have

negative impacts on society

8. If implemented, how could the research
have a negative impact on the rights and
values enshrined in the Treaties (e.g.
freedom of association, freedom of ex-
pression, protection of personal dignity,
privacy and data protection etc.)?

9. If implemented, how could the research
impact disproportionately upon specific
groups or unduly discriminate against
them?

10.What specific measures will be taken to
ensure that the research outcomes com-
ply with the European Charter of Fun-
damental Rights and to mitigate against
any of the negative impacts described
above?
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